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Quick Start Guide of Smart Monitor
V1.0

Introduction

SmartMonitor, a type of network security verification tool integrating into Vigor series routers,
gathers, processes and analyzes raw data from the Internet, and transforms the data to a readable
format in order to generate several types of reports for the management team.

As we know, enterprise management teams often encounter the following circumstances which
affect work efficiency:

1. Using Instant Messenger (IM) at work

2. Abusing broadband connection by over-downloading

3. Disclosing confidential information via IM tools, FTP, Mail, etc.

SmartMonitor is a customized tool for Enterprises to improve their work efficiency. It is to solve
the problem of network happened to the enterprises. Through the verification of network
information, SmartMonitor can assist administrators of enterprises to solve various problems
caused by network application. No matter log of web browsing, log of e-mail, log of instant
message, or files downloaded, Smart Monitor can categorize them into different groups that will
be convenient for administrators for inspecting..

SmartMonitor brings “Management Automation” concept to the enterprises. The traditional
management is passive administration that employees are often warned by administrators before
discontinuing his/her actions. In such cases, emotional reaction could appear on employees which
may lead to management problems. By providing a function of top 10 list of every category,
SmartMonitor allows employees to check Top10 ranking for different network applications such
as Top 10 1M, Top 10 downloading, and etc. When the employees find their names on the list, they
would restrict their actions voluntarily. Such thing will form concept of “self-discipline
management” by themselves.

Top10 also will rank all of the service types to assist the network administrators to find out the
network usage trend of users and lead the designing & planning of network to have better network
management and practice the greatest work efficiency of enterprises. You may find which website
is most frequently to be accessed, if it’s not essential for work, administrator can set url filter in
Vigor router to block it.

In addition, SmartMonitor not only provides reports, but also generates off-line reports for each
individual for inspecting.

Except enterprises, SmartMonitor can also be applied in a home environment. The development of
Internet not only brings the convenience in data acquiring, but also it takes more unhealthy
information to threaten the growth of teenagers. By deployment of SmartMonitor, parents can now
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find and configure to block unhealthy website in Vigor routers in order to provide a healthier and
safer Internet environment to their children.

Recommended System Requirement:

CPU: P4 and above

Memory: 512M and above

Hard Disk: 80G and above for destination logic partition
OS: Windows 2000, XP

Part I. Install Guide

Before you start to install Smart Monitor VV1.0.0, you should check the following things:

1. If you are running SkyPe, please close it, which will occupy port 80 and cause apache setup
application fail.

2. If you had installed apache web server, please uninstall it first, and delete apache folders
manually. Apache folder is “C:\Program Files\Apache Group” by default.

Install Steps:
1. Double-click Smart Monitor_Installv100.exe to install Smart Monitor to your PC.

2. Click Next to continue.

Welcome to the SmartMonitor
Setup Wizard
This will ingtall Smart Monitor ¥1.0.0.RCS on your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

wwrw dravtels.com h Mext = ﬂ I Cancel
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3. Tick ‘I accept the agreement’ then click ‘Next’.

o] :'f&wfn.'-!-.

License Agreement

Please read the following importart information before cortinuing.

Please read the following License Agreement. You must accept the temms of this
agreement before continuing with the installation.

SmartMonitor License: iﬂ
Copyright 2007 by Dray Tek Corporation |
Al Aghts reserved. SmartMonitar is copyright of DravTek Comp.

Mo part of this distibution may be reproduced, transmitted, transcribed, stored in a
retrieval system, or translated into any language without written permission from the

copyright holders.
(3]
{(*) | accept the agreement
") | do not accept the agreement
wwvw dravtele com < Back _]' Ieot I [ Cancel

4. Select destination folder you want to install Smart Monitor to. Please NOTICE that network

record may use large quantity of disk space; you’d better install it to a disk partition with large
free disk capacity.

Finish destination folder setting, then click ‘Next’.



| ...:S-étup - SmartMonitor

iy
Select Destination Location ﬁ

Where should SmartManitar be installed?

LJ Setup will install SmartMaonitar into the following folder.

To continue, click Mesxt. If vou would lilke to select a different folder, click Browse.

[\ SmartMoritor | [ Browss..

At least 17.53 ME of free disk space is required.

www dravtek.com < Back ]uﬂﬁik | [ Cancel

5. Then, click “Install’ to continue...

T Setup - SmartMonitor

Ready to Install

Setup is now ready to begin installing SmartMonitor on your computer.

Click Install to continue with the installation, or click Back: if you want to review ar
change any settings.

Diestination location:
C:"Smart Monitor

v dravtek com [ < Back ]I Install | [ Cancel ]

6. Smart Monitor WUI is working on PHP, so just click ‘yes’ to install PHP5.
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Installing
Flease wait while Setup installs SmartMaonitor on your computer.

9, PHP:
PHFP is required for SmartMonitor

Do you want to install PHP 5.0,4 to C;\PHP ¢

=
(=]

T T

www.dravtelc.com

7. Apache Web server is also necessary, so click ‘yes’ to process to next step.

Please note, apache will open tcp port 80 by default, if other application use tcp 80 beforehand,
apache may fail to start.

Microsoft 11S may use tcp 80 for web service, and skype login may also use tcp port 80, so please
close these application and services before you install Smart Monitor.

Windows command ‘netstat —an’ is useful to check if tcp 80 port is open.
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72 Setup - SmartMonitor = B X,
Installing n ]
Please wait while Setup installs SmartMonitor on your computer. f

< Apache:
\ - J
Apache Web Server is required for SmartMonitor
Do you want to install Apache 2.0.54 7

L tes | L tio

wiww dravtels com

8. Wpcap is also needed, press ‘yes’ to continue.

7= Setup - SmartMonitor

Installing ﬁ )

Flease wait while Setup installs SmartMonitor on your computer.

\g) Wpcap:

Wpcap is required for SmartMaonitar
Do you want to install Wpcap 4.1 beta?

Lves ][ tio

www dravtels com

9. Apache install is starting now, click ‘ok’. Then ‘next’, ‘next’, ‘next’...
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Installing

Flease wait while Setup installs SmartMonitor on your computer.

Extracting files...

M e e LT

- ache Install;
i~
Setup will install apache 2.0.54.
www draytels.com

Welcome to the Installation Wizard for
Apache HTTP Server 2.0.54

The Installation Wizard will install Apache HTTP Server 2.0,54
on your computer, To continue, dick Mext,

WARNIMG: This program iz protected by copyright law and
international treaties,

i Mext > { I Cancel




% Apache HTTP Server 2.0 - Installation Wizard

License Agreement

Pleaze read the following license agreement carefully,

Apache License
Version 2.0, January 2004
http:/wenw.apache.orglicenses!
TERMS AMD COMNDITIONS FOR USE, REFRCDUCTION, AND DISTRIBUTION

1. Definitions.

“License” shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

(%1 accept the terms in the license agreement

{731 do not accept the terms in the licenee agreement

Instailshieic

[ < Back ]i Mext > I [ Cancel

% Apache HTTP Server 2.0 - Installation Wizard

Read This First

Read this Before Running Apache on Windows.

Apache HTTF Server

What is it?

The Apache HTTF Serveris a powerful and flexible HTTPM.1 compliant wel server.
Criginally designed as a replacement for the NCSAHTTF Server, it has grown to be
the most popular web server on the Internet. As a project of the Apache Software
Foundation, the developers aim to collabaratively develop and maintain a robust,
commercial-grade, standards-based server with freely available source code.

The Latest Version
Details of the latest version can be found on the Apache HTTF server project page
under:

http:fhttpd apache. org!

| U Y 1L S

(]

[ < Back ]I Mext > { [ Cancel

10. Fill in the blanks, then click ‘next’.
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!x]

leasa |

|i15::ﬁpac'he HTTP Server 2.0 - Installation Wizard

Server Information

Pleaze enter your server's information.

Metwork Domain {e.g. somenet.com)

In:u:umenet.u:u:um

Server Mame (e.g. www.somenet.com):

l . somenet, com

Administrator's Email Address (e.q. webmaster @somenet. com):

ie {E=somnet.com

Install Apache HTTP Server 2.0 programs and shortouts for:

{%) for All Users, on Port 80, as a Service -- Recommended.
3 only for the Current User, on Port 8080, when started Manually,

[ < Back ]I Mext > I [ Cancel

11. For convenience, typical setting is enough, just click ‘next’.

hi’-,.%‘*::ﬁpac'he HTTP Server 2.0 - Installation Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

Typical program features will be installed, (Headers and Libraries
for compiling modules will not be installed. )

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

[ < Back ]I Mext > I [ Cancel

12. Destination folder for Apache, choose and click ‘next’
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.xll

_{1 ﬁpache HTTP Server 2.0 - Installation Wizard

Destination Folder
Click Change to install to a different folder

G Install Apache HTTP Server 2.0 to the folder:

C:'Program Files\Apache Group!,

[ < Back ]I Mext > { [ Cancel ]

13. Click ‘“Install’ to start file copying process of Apache. Then Apache install will finish.

18 Apache HTTP Server 2.0 - Installation Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back ]I Install { [ Cancel
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Installation Wizard Completed

The Installation Wizard has successfully installed Apache HTTP
Server 2.0.54. Click Finish to exit the wizard.

Fack Einish

14. Click ‘OK’ to start wpcap install. After several ‘next’ click, wpcap will be installed.

Please wait while Setup installs Smart Manitor an your computer.

BExtracting files...

[

-, Wpcap Install;
1)
Setup will install Wpcap 4.1 beta .

wivw dravtel com Cancel
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U) . WinPcap 4.1 beta Installer
¥ lh caP Welcome to the WinPcap 4. 1 beta Installation Wizard
This product is brought to vou by

=
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

Next > | [ Cancel I
e+
Welcome to the WinPcap 4.1 beta
Setup Wizard
Thiz Wizard will guide you through the entire WinPcap
installation.
For more information or support, please visit the WinPcap
home page.
http: /fwww.winpcap.org

< Back ]i_ﬂext:: i [ Cancel
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beta.

\)) '
J)) ln caP Flease review the license terms before installing WinPoap 4.1

Press Page Down to see the rest of the agreement.

Copyright () 1999 - 2005 MetGroup, Politecnico di Torino (Italy), A
Copyright () 2005 - 2007 CACE Technologies, Davis {California). I
All rights reserved,

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disdaimer in the documentation and/or other materials [t |

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install WinPcap 4.1 beta.

< Back ]L I Agree J [ Cancel I

Completing the WinPcap 4.1 beta
Setup Wizard

WinPcap 4. 1 beta has been installed on your computer.

Click Finish to close this wizard.

Einish

15. We has packed default settings for Apache, PHP, Click ‘Next’ to enable the default settings.
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Config the Apache and PHF Setting ﬁ
select the tems: e

ifpache Homepage set to SmartMonitor
Lpache PHP Setting
Copy default PHP ini ta C:NWINDOWS

www draytel com . Meod =

16. Read the notice and Click ‘OK’ to confirm the settings.

Config the Apache and PHP Setting T~

select the tems:

Apache Homepage set to SmartManitor
Apache PHP Setting
Copy default BHE i o CAMINDOWES

==* Apache already have PHP Configuration

i J *== DocumentRoot is already set to SmartMonitor root!
--- Config PHP.init in C: WWINDOWS Ok

wwnw draytek .com Mend =

17. Click ‘OK’ to proceed to Smart Monitor WUI.
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Config the Apache and PHP Setting
select the tems:

Apache Homepage set to SmartMaonitor
&pache PHP Setting
Copy default PHE-sita CAMINDOWS

i ) We will go to SmartMonitor logon page L

The default username/password is admin/admin

v draytek.com Mead =

18. The following web page is Smart Monitor Login interface.
Smart Monitor must authenticate with Vigor routers first, before authentication finish, Smart
Monitor will not start.

Note:

1). Please connect Smart Monitor server to Vigor monitor/mirror port before you start to use it,
otherwise Smart Monitor will fail to find Vigor routers and process authentication.

2). Refer to Part Il for connection scenario.
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Searching for Vigor...

S e onitor

Cannot monitor for no Vigor Router on lan.
Please check your network enviroment.

DrayTek

Copyright(c) 2007, DrayTek Corp. All Rights Reserved.

19. Authentication finish, then login web page will be shown.
Please note, default username/password is ‘admin’

. f,' . DrayTek SmartMonitor - Windows Internet Explarer

% e |Ei http://127.0.0. 1/htdocs/Logon.php El ‘E‘ |z| |:' yE Seati HEZ'

@ snaait B B

‘.5‘@ & eDrayTekSmarwonitw lil @ & @ - @Eage =i @Tgols o
*"fionitor

f Anonymous Login ] i Login @

DrayTek

Copyright(c) 2007. DrayTek Corp. All Rights Reserved.

Dane & Internet F 100% -

20. In the Smart Monitor PC, admin can use http://localhost/ to access Web Ul, while in any other



DrayTek

PC in the LAN, People can use http://IP to access the Smart Monitor Web UI,.
For example, if the IP of Smart Monitor server is 192.168.1.10, any PC in 192.168.1.0 subnet can
use http://192.168.1.10 to access WUI of Smart Monitor.



http://ip/
http://192.168.1.10/
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Part 1. Quick Guide to Smart Monitor.

In this section, we’ll offer guide for several necessary settings.

1. The following page is main page of Smart Monitor. Move mouse over the top menu, sub menu
will be shown.

You can also click hyper-link in the main page to get quick access to the module you are
interested.

-
ﬁo“ltor www.draytek.com }
System User Setting Service Analysis User Analysis Report "
Smart Monitor v1.0.0.8
4
‘ - Manual Refresh « Eia
Atk
Protocol Total to date No. IP Address User Name Group/Department Total to date
FTP L44MB 1 172.17.1.40 395.05 MB
HTTP 1.37GB 2 172.17.1.77 185.32 M8
IcQ 0.00MB 3 172.17.1.25 173.17MB
= 11.06 MB 4 172.17.1.20 162.49 MB
P 0.44MB 5 172.17.1.41 125.96 MB
POP3 357.34MB 6 172.17.1.39 116.11MB
SMTP 14.15MB 7 172.17.1.492 93.70 M8
TELNET 137MB 8 AFNIFLdL 68.58 M8
WEBSMTP oMB 9 172.17.1.74 57.78 MB
MSG 0.06 MB 10 172.17.1.68 52.59 M8
» i -
#
@ Quick Start | | 'm== Service Analysis =" Report
© create your AdminAccount © zEEEREE
&) Adjust system Setting @ ! ) sSREAEAREE
&) create Group/Department to ‘ | B SEMBERIRE » AT RER TSRS AR
manager users 3 —— L. ufiﬁﬁtﬁilﬁlﬂlﬁﬁkt‘“&ﬁﬁmffngﬂﬁ
© view records and raffic of FIP MATL HTTP ©) Harddisk space utiization
each service in Service Analysis T R ER L Pl S L
3 S BRHE R A ]
&J view records and traffic of -
; il Pt FE
each user in User Analysis
&) view statistics and analysis
information in Report Fa v . ?
6 < m TELHET P2p
Tips AEFAMSNACOYahoo

2. System->Setting, We should make some settings in this page first.

If you have only one Ethernet-card installed in your PC, Smart Monitor will start capture and
analyze automatically. However, some PC have multiple Ethernet card, so you should choose the
Ethernet card connected to monitor port first.

There are several other settings in this page, which are easy to understand.

The one | want to comment is ‘Allow login anonymously’, which means people can view Top10
page without login password, which is special mechanism for self-management.
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v
S nitor DrayTek

System User Setting Service Analysis User Analysis Report

Setting

SMT Server 0.0.0.0 [Oneed authentication

e ]
Name
Hetiiroio F@rr FEw F@8 e P e FBEer £ rr

Max FTP Filesize MB
Max months of remrdsEI

Full months records &) stop recording O cover from the beginning

Allow login anonymoushy

Session Timeout 5000 Min,
If freespace is belo M [v] warn [#] send email
]_nterrace‘ﬂroadcom 440x 10/100 Integrated Controller i iR R RIFEFR A RO 'v|

3. SYSTEM~->Admin is also important; you can set more administrator username/password for
different privilege and language. We only have ‘English’ and ‘Simplified Chinese’ support
currently.

i ;
Sm g nitor DrayTek

www.draytek.com

Systemn User Setting Service Analysis User Analysis Report

Admin
L4

T N

Adnin Hane ‘ E-Mail | Language Frivilege Delete ‘
adnin English Administrator

123 Simple Chinese Administrater =

333 Englizh Adninistrator  §@

h Simple Chinese Administrator  §§

test Sinple Chinese Administrator b

555 Simple Chinese Adminisztrator b+

e =,

4. User Setting—~> Group/Department
We can group user and specify different monitor content for each group. It’s very helpful for
network administrator to monitor your network.
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www.draytek.com

/A
S nitor DrayTek

System UserSetting Service Analysis User Analysis Report

New Group/Department

|
Hame
S
Active
Emphasize [ ]
Recording
@ ®Fe
@ Msure [Frors [Fwes smme
8 [Erre
& Mmsn [Flico Flvmse
B [mener
@ Mz
Add new Members

[ Save [ cancel |

5. User Setting—> User List

After corresponding Ethernet-card is selected, IPs captured will be shown here, tick the checkbox
in front of one IP means this IP will be ‘monitored’.

We can also set “username” for each IP, it’s better to recognize name than ip address, isn’t?

In the beta version 1.0.0rc9, we can only 30 users’ data, so if more than 30 IPs in the list, you may
make the choice that who should be monitored and who should be excluded.

‘Group’ setting is very useful if you want to group user and set different recording contents for
each group.

Sz = k
6“ ior xoy i
www.draytek.com
System User Setting Service Analysis User Analysis Report [is™ 30 Users ogged Admin Online Ttest]

User List @

=

[w= 1[2] 5] a]s [rrm) OB D sort By [P ¥
No. Recording IP User Name Group Emphasize LAN to LAN Delete
i 172.16.2.8 ‘mailserver Hnthers vl b4
2 @O wmsiw ][ lathes 0 0 ®
R S N
4 mwg2is [ s O O ®
A : x
10 wmasae[ o | ®

-
&
1.LAN-TO-LAN is used when source and destination IP are in same subnet. For example, accessing internal mail server is typical LAN-TO-
LAN application.

2.Ticking LAN-TO-LAN option only means SmartMonitor handle LAN data which CAN be received, which does not guarantee SmartMonitor
can get all LAN traffic. Because LAN switch mostly forward LAN data directly without sending it te Vigor monitor port.

3.In some specific environment, monitor port can capture LAN-to-LAN traffic. For example, PC connect to Vigor LAN P1 access PC2 in P2

6. User Analysis - Top10
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Smart Monitor will rank top10 IP/names in each service we are concerned.

Anonymous user can also view this page to check his individual status in the top10 list. If he/she
is in the top IM list, he/she may know he should use less IM.. otherwise, he may be warned.

We call this ‘self-management’ mechanism.

~
ﬁn“ltnr www.draytek.com
System User Setting Service Analysis User Analysis Report ™70 Users ogged Admin Online [fest
User Top 10 {By Traffic Volume,
P10 By ) Latest 20 days | 2008-01-31 (Thu) v
r r N
Total: 5.50 MB B nrre Total: 443,43 MB & reLnET Total: 312.33 KB
100.00% 172,162,106 | 33.70% 172.16.2.124 | 98.34%
0.00% 172.16.2.112 24.89% 172.16.2.131 1 147%
0.00% 172,162,111 13.08% 172.16.2,111 1 0.19%
0.00% 172.16.2.147 — 8.34% 172.16.2.84 | 0.00%
0.00% 172.16.2.109 =] 4.36% 172,16.2.215 1 0.00%
0.00% 172.16.2.84 = 3.50% 172.16.2.108 | 0.00%
0.00% 172.16,2.208 O 2.07% 172.16.2,102 | 0.00%
0.00% 172.16.2.215 ] 2.01% 172,16.2.147 | 0.00%
0.00% 172.15.2.159 C| 1.67% 172.16.2.112 [ 0.00%
0.00% 172,162,131 £l 1.24% 172,16.2.135 1 0.00%
“ MAIL Totak 130.20 MB & wm Total: 7.36 MB & pap Total: 0.00 kB
172,162,191 21.72% 172.16.2.131 24.40% 172.16.2,124 1 0,00%
172.16.2.128 | 13.12% 172,16.2.135 | 2re2% 172,16.2.111 1 0.00%
172.16.2.161 | 12.56% 172.16.2,112 20.15% 172,16.2.84 | 0.00%
172.16.2.131 | 11.66% 172,16.2.106 | 8.56% 172.16.2.215 1 0.00%
.16.2.215 8.76% 172.16.2.147 | 4.80% 172.16.2.106 [ 0.00%
.34 = 4.49% 172,16.3. 166 — 4.28% 172,162,131 1 0,00%
172.16.2.194 4.42% 172.16.2.169 =] 3.23% 172.16.2.102 i 0.00%
172,16,2.208 — 4,39% 172.16.3.121 = 2.79% 172,162,147 1 0.00%
172.16.2.111 — 3.56% 172,16.2.124 = 2.63% 172.16.2.112 i 0.00%
172,162,147 —| 2.97% 172.16.2.191 - 2.31% 172.16.2.135 (] 0.00%
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Part 111 Topology

Scenario 1:
Connect Smart Monitor to port of the devices that have Mirror/Monitor port such as VigorPro
5510series, Vigor 2950 for carrying out data monitoring.

Mirror port

Smart Monitor
Server

Scenario 2
For no Mirror port device such as Vigor 2930, connect a Hub or switch which has Mirror/Monitor
ports to Vigor2930 first, then connect the server to the port of switch or Hub.
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a0 a1 2

mart Monitor
Server
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Part IV FAQ

Question 1:
I can’t see Login window, Smart Monitor is keeping trying to search Vigor.

Answer:

Please check the following things.

1. Connection between Vigor router and Smart Monitor. You may refer to Part I11.

2. Check the router firmware version to make sure which support Smart Monitor authentication

3. If stepl, 2 is ok, please check your firewall settings, if you have enabled windows build-in
firewall, please disable it, which may block Smart Monitor authentication.

Question 2:
I’d installed Smart Monitor; however, | can’t see any data recorded in corresponding pages.

Answer:

1. Make sure connection between Smart Monitor and Vigor monitor port is ok.

2. Make sure you have enabled port monitor function in Vigor routers.

In Vigor 2910, the setting is in LAN-> LAN Port Mirror

In VigorPro 200B, Vigor 2950 and VigorPro 5500, Monitor port is enabled by default.

3. If you have multiple Ethernet card, you may choose the one connect to Vigor monitor port as
data source interface. You may refer to step 2 in Part 11.

Please do make sure you choose the right interface, otherwise you can’t capture anything.



