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2. ABOUT THIS GUIDE

Thank you very much for purchasing TOTOLINK A2004NS Dual Band Gigabit Wireless AC
Router. This guide will introduce the features of this device and tell you how to connect, use and
configure the router to connect with Internet. Please follow the instructions in this guide to avoid
affecting the router’s performance by improper operation.

1.1 Overview of the User’s Guide

Introduction: Describes the wireless router, the features and appearance.
Hardware Installation: Describes the hardware installation and how to setup PC.
Connecting to Internet: Tells you how to access Internet quickly by the router.

Advanced Settings: Lists all technical functions including Wireless, Network, NAT/Routing,
Firewall, Utility, Traffic and System.

3. INTRODUCTION

3.1 Overview

This device is a dual band concurrent wireless AC gigabit router which complies with the next
generation WiFi standard - 802.11ac. It allows users to access Internet by DHCP/PPPoE/Static IP
and provides maximum speed up to 300Mbps on 2.4GHz and 867Mbps on 5GHz. Since it provides
Wireless Multibridge, WDS and VPN Server settings, this router can be also used as Repeater, VPN
Server and Wireless AP.

3.2 Features

Complies with IEEE 802.11ac/n/g/b/a standards.

Advanced MIMO technology enhances the throughput and wireless coverage.
Supports PPPoE, DHCP and Static IP broadband functions.

Provides 64/128-bit WEP, WPA, WPA2 and WPA/WPA2 (TKIP+AES) security.
Equipped with four high gain antennas.

Provides five Gigabit Ethernet Ports.

Supports universal repeater and WDS function.

Connects to secure network easily and fast using WPS.

Provides a multi-functional USB2.0 port.

The IP, MAC and URL filtering makes access and time control more flexible.

YV V VYV V V V V V VYV

The VPN server can not only protect the privacy of your information, but also simplify network
management.



3.3 Panel Layout

3.3.1 Front Panel

The front panel of this wireless router consists of 10 LEDs, which is designed to indicate
connection status.

7 N
© TOTO I

POWER | This indicator lights blue while the router receiving power, otherwise it is off.

CPU This indicator keeps blinking blue after the router powered on.
2.4G This indicator lights blue when the router’s 2.4G wireless enabled.
5G This indicator lights blue when the router’s 5G wireless enabled.

When the WAN port is connected successfully the indicator lights blue.

WAN
While transmitting or receiving data through the WAN port the indicator blinks blue.
When one of the LAN ports has a successful connection, the corresponding indicator
1/2/3/4 lights blue.
LAN
While transmitting or receiving data through the LAN port the indicator blinks blue.
USB This indicator lights blue when you have plugged a USB device on the router.




3.3.2 Rear Panel

The figure below shows the real panel of the router.
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OCin

DC IN The power socket is used to connect the power adapter.

Press the button for about 10 seconds until all the LEDs blink quickly, the device

RST will restore to factory default settings.

WAN This port is used to connect the DSL/cable Modem or Ethernet.

1/2/3/4 LAN | This port connects the router to local PC.

USB The port is provided to plug a USB device for storage sharing

Note: There is a WPS Button on the other side of the rear panel, press the button for about 2~3
seconds, it is WPS working.

3.3.3 Antenna Placement

A2004NS’s antennas can be rotated to different angles. To avoid signal interference and optimize
antenna’s performance, you should place the antennas at an angle against the horizontal line and let
antennas not be too close to each others. We recommend you orient the antennas as the following
illustration shows:




4. HARDWARE INSTALLATION

4.1 Hardware Installation

For those PCs you wish to access Internet by this router, each of them must be properly connected
with the router through UTP Cables.

Please comply with step 1, 2, 3 and 4 in below diagram in correct order if you access Internet by
ADSL, otherwise, please comply with step 2, 3 and 4 to connect to the WAN port of your router
with the residential broadband directly.

Do e
5GHz \ : =
i
=
| r
o TT Router
ADSL Modem i ‘ -
| L3 . e
— — - | 3 . LINE
‘ o i 9 i )
| o AN [ Metwork [/ LlL JlL i

| Telephone | H . | Telephone
1 Wire T i

— | Netwoek [
h ] Cable |

4.2 Check the Installation

The control LEDs of the WLAN Router are clearly visible and the status of the network link can be
seen instantly:

1. With the power source on, the Power, LAN and WAN LEDs of the WLAN Router will keep
lighting blue for a few seconds, the CPU keeps flashing blue.

2. About 5 seconds later, only Power, Enabled wireless (2.4G/5G) and the connected LAN LEDs
keep lighting, CPU keeps flashing. Other LED is off.

4.3 Set up the Computer

The default IP address of the Router is 192.168.1.1, the default Subnet Mask is 255.255.255.0. Both
of these parameters can be changed as you want. In this guide, we will use the default values for
description.

Connect the local PC to the LAN port on the Router. There are then two ways to configure the IP
address for your PC.

+ Configure the IP address manually



Configure the network parameters. The IP address is 192.168.1.xxx (“xxx” range from 2 to 254).
The Subnet Mask is 255.255.255.0 and Gateway is 192.168.1.1 (Router’s default [P address).

+ Obtain an IP address automatically
Set up the TCP/IP Protocol in Obtain an IP address automatically mode on your PC.

Now, you can run the Ping command in the command prompt to verify the
network connection between your PC and the Router. Open a command prompt, and type in
ping 192.168.1.1, then press Enter.

C:SDocuments and Settings“Administrator>ping 122.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:

Reply from 1922_168_1.1: hytes=32 time{ims
Reply from 1922.168.1.1: bytes=32 time<ims
Reply from 1922.168.1.1: bytes=32 time<ims

Reply from 192_168_1.1: hytes=32 time<ims

Ping statistics for 192.168.1.1:

Packetz: Sent = 4, Received = 4, Lozt = B (@x los=s),.
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Bns,. Average = Bms

C:“Documents and Settings“Administrator>
If the result displayed is similar to that shown in above figure, it means that the connection between
your PC and the Router has been established.

C:~Documents and Settings“Administratorping 192.168.1.1

1922.168.1.1 with 32 bytes of data:

timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168_1.1:
Packets: Sent = 4, Received = B, Lost = 4 (1688 loss>,

C:~Documents and Settings“Administrator’?_

If the result displayed is similar to that shown in the above figure, it means that your PC has not
connected to the Router successfully. Please check it following below steps:

1. Is the connection between your PC and the Router correct?
If correct, the LAN port on the Router and LED on your PC’s adapter should be lit.

2. Isthe TCP/IP configuration for your PC correct?
Since the Router’s IP address is 192.168.1.1, your PC’s IP address must be within the range of
192.168.1.2 ~ 192.168.1.254, the Gateway must be 192.168.1.1.



5. CONNECTING TO INTERNET

This chapter introduces how to configure the basic functions of your Dual Band Wireless Router so
that you can surf Internet.

5.1 Login Web Interface

With a Web-based utility (e.g. Google Chrome), you can quickly enter the setup interface and
configure the Router.

Connect to the Router by typing 192.168.1.1 in the address field of Web Browser. Then press Enter
key.

=2 C (0192.168.1.1

It will show up the following page:

AZODDANS
Setup Internet Wireless
Tool Wizard Wizard
OHCP - Disconnected - Ma IP
Version 8.88

o
Click Setup Tool icon to access the Web Interface of the Router. Then below window will
pop up that requires you to enter valid User Name and Password.

Authentication Reguired

The server http://192.168.1.1:80 requires a username and
password.

User Mame:  admin

xxxxx

Password:

Lag In Cancel

Enter admin for User Name and Password, both in lower case letters. Then click OK button or
press Enter.
10



Note: If the above screen does not prompt, it means that your web-browser has been set to using a
proxy. Go to Tools menu>Internet Options>Connections>LAN Settings, in the screen that

appears, cancel the Using Proxy checkbox, and click OK to finish it.

Now, you have got into the Router’s configuration interface. First, you will see the current status of

Router:

The Sm: Network Devi
ToTO [HINT< M& martest Nef ice

cC =
Saire

Refresh

[T Config Explorer Status Summary

(49 Basic Setup Internet Status

@i Status Summary

Wireless Statusi2.4GHz)

@ Internet Setup ) Internet(\WAN) Port Status WAN portis discennected
T4 Wireless Setup(2. 4GHz) - - .
T Wirelese Setup(5GH2) Internet Connection Type DHCP User(Dynamic IP WAN IP
@@ Firmware Uparade Internet connection time 0 Hour 0 Min 0 Sec
= (3 Advanced Setup LAHN Configuration
LAN IP 182.168.1.1
DHCP Server Status Running
DHCP IP Pool 192.168.1.2 - 192.168.1.254

Wireless Maode Running - AP Mode - Mo Encryption
S5ID(MNetwork Mame) TOTOLINK AZ004MS 2.4G
Wireless Multibridge Stopped

Wireless Status(5GHz)

m

Wireless Maode Running - AP Mode - Mo Encryption
S5ID(Metwork Mame) TOTOLINK AZ004MNS 5G
Wireless Multibridge Stopped

Miscellaneous

Firmware Version 8.88

Remaote Management is not configured.

R te Mgmt Infomation
S A You can set up this at [ Mamt Access List] page

On the left, it is the guide bar:

(1 Config Explorer

(#) Basic Setup
| Status Summary
& Internet Setup
'Yy Wireless Setup(2.4GHz)
vy Wireless Setup(5GHz)
L@@ Firmware Upgrade

= (48 Advanced Setup
+ (@ Network
# iy Wireless(2.4GHz)
(g Wireless(5GHz)
(43 NAT/Routing
5] Firewall
& N Utility
(4 Traffic
= (g System
- USB Storage

11




5.2 Changing Password

Now, we recommend that you change the password to protect the security of your Router. Please go
to Advanced Setup—System—Admin Setup change the password required to

Admin Setup

Login Account Setup

Current ID & password IO -admin  Password - Configured
Mew Login 1D
Mew Passwaord

Fe-type Mew Password

Apply |
Admin E-mail Setup
Admin E-mail
Mail Server(SMTP)
E-mail of sender
IIse Authentication Use @ rotlse
SMTP Account
SMTP Passwaord
Apply |

New Login ID: type in the name that you use to login the web interface of the router or change a
new one.

New Password: new password is used for administrator authentication.

Re-type New Password: new password should be re-entered to verify its accuracy.

Note: password length is 8 characters maximum, characters after the 8" position will be truncated.

Admin Email Setup we will discuss later.

5.3 Internet Setup

Click Basic Setup--Internet Setup, this page is used to configure the parameters for Internet
Network. WAN access modes include DHCP, PPPoE and Static IP.

12



" Internet Setup

® DHCP User (FTTH, Optic LAN, Cable Modem, VDSL, LAN, IP ADSL)
O PPPoE User(ADSL)
O static IP User

S k) Bt B

L] mAC Address Clone Search MAC address

Allow private IP.

[] Restart DHCP client if the physical WAN link is reconnected.

CJ mTu [1500

[] set DNS server manually

Primary DNS l l [ [
Secondary DNS [ | 8 ]

5.3.1 DHCP User

For DHCP User, your computer will get dynamic IP address from your ISP (Internet Service
Provider) automatically. No need to do any settings here.

& DHCP User (FTTH, Optic LAN, Cable Modem, VDSL, LAN, IP ADSL)
O PPPOE User(ADSL)
O Static IP User

S [ - N - I - -

[J mAC Address Clone Search MAC address

Allow private IP.
[] Restart DHCP client if the physical ‘.“.f,i.ﬁtllgg_iis reconnected.
O wTu 11500

[] setDNS server manually

Primary DNS !

Secondary DNS |

Apply
MAC Address Clone: MAC address is the physical address of your computer’s network card.
Generally, every network card has one unique Mac address. Since many ISPs only allow one
computer in LAN to access Internet, users can enable this function to make more computers surf
Internet.
MTU: it means Max Transmit Unit for packet. When using slow links, large packets can cause
some delays thereby increasing lag and latency.
Set DNS server manually: Domain Name System. Every Internet host must have a unique IP
address, also they may have a human-friendly, easy to remember name such as www.yahoo.com.
The DNS server converts the user-friendly name into its equivalent IP address.

13
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5.3.2 PPPoE User (ADSL)

If you use ADSL virtual dial-up to connect Internet, please choose this option. Your ISP must have
provided the User ID and Password.

O DHCP User (FTTH, Optic LAN, Cable Modem, VDSL, LAN, IP ADSL)
® PPPOE User(ADSL)
O static IP User

UserlID

Password

& § & &8 &

[J MAC Address Clone Search MAC address

O mTU [1454 A

LCP option Interval |30 Sec Count 10

[] Disconnect PPP session ifidle time is longer than | ~ Min
Connect On Demand Connect Manually

[] set DNS server manually .
Primary DNS ] J I i
Secondary DNS ] i | ]

PPPOE Scheduler O stat @ Stop

System Time Trying to get system time from time server.

Add ON Schedule L 5 Add
Start Time End Time Status Del

PPPoE ON always

User ID: a specific valid ADSL user name provided by your ISP.
Password: the corresponding valid password provided by your ISP.

PPPoE Scheduler: when you use PPPOE connection type, you can enable the schedule to set up the
time when PPPoE will be on.

Knowledge Extension: Point-to-Point Protocol over Ethernet (PPPOE) is a virtual private and
secure connection between two systems that enables encapsulated data transport. It replies on two
widely accepted standards: PPP and Ethernet. It connects users through an Ethernet to the Internet
with a common broadband medium, such as wireless device or cable modem. All the users over the
Ethernet can share a common connection.

5.3.3 Static IP

If your ISP provides a static IP to access Internet, please finish the below parameter settings.

14



O DHCP User (FTTH, Optic LAN, Cable Modem, VDSL, LAN, IP ADSL)
© PPPoE User(ADSL)
® static IP User

WAN IP

Subnet Mask

Default Gateway

Primary DNS

Secondary DNS 7

] mTu gisqp

[ mac Adaress Clone Search MAC address

WAN IP: the IP address provided by your ISP.

Subnet Mask: This is used to define the device IP classification for the chosen IP address range.
255.255.255.0 is a typical net mask value for Class C networks. Generally it is provided by your
ISP.

Default Gateway: This is the IP address of the host router that resides on the external network and
provides the point of connection to the next hop towards the Internet. This can be a DSL modem,
Cable modem, or a WISP gateway router. The router will direct all the packets to the gateway if the
destination host is not within the local network.

Primary DNS: Domain Name System. Every Internet host must have a unique IP address, also they
may have a human-friendly, easy to remember name such as www.yahoo.com. The DNS server
converts the user-friendly name into its equivalent IP address. This is provided by your ISP.

After you finish the blank that required, you could click Apply to make all the settings work.

5.4 Wireless Setup (2.4GHz)

This page is used to configure basic wireless parameters and encryption methods.

2.4GHz Wireless Setup

Operation @ Star Stop

331D TOTOLIMK A2004ME 2.4G

Channel 5[2.432 GHzUpper]  [»| [ Channel Search

221D Broadcast @ 0p OFF

Authentication Automatic |Z|

Encryption @ Dizable WEPG4 WEP128 TKIF AES TKIFIAES
[Aeply |

Operation: choose Start to enable your 2.4G wireless network to access Internet wirelessly.
SSID: This is your wireless network name. Others can access Internet wirelessly by search for this
SSID and connecting to it.

Channel: Choose the best wireless channel by clicking Channel Search. By default, it is the
best channel.

15
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SSID Broadcast: This option is used to hide your SSID.
Authentication: You can choose one encryption method for your wireless network.

Authentication Automatic v |
Automatic

Encryption

| Open System

| Shared Key

| WPAPSK

| WPA2PSK

| WPAPSKMWPA2PSK

5.4.1 Shared Key (WEP)

WEP (Wired Equivalent Privacy) is based on the IEEE 802.11 standard and uses the RC4
encryption algorithm. Enabling WEP allows you to increase security by encryption data being
transferred over your wireless network. WEP is the oldest security algorithm, and there are few
applications that can decrypt the WEP key in less than 10 minutes.

Authentication | Shared Key v
Encryption Disable O wWEPS4 & WEP128 TKIP AES TKIP/AES
Key Input Method ® ascll © Hex-Decimal

Basic KEY ®1 O2 O3 0Oa
1- ] 1

Encryption key :
Fill the values of Key

2
(Key length = 13) g5 |
4

5.4.2 WPA-PSK/WPA2-PSK (Recommended)

Wi-Fi Protected Access (WPA) is the most dominating security mechanism in industry. It is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x. WPA2 means Wi-Fi Protected Access 2, it is the current
most secure method of wireless security and required for 802.11n performance. Please set one
Encryption key (password) for your wireless network to prevent being occupied by others.

Authentication WPAPSKWPA2PSK v

Encryption Disable WEP6G4 wer128 O TKIP ® aes O TKIP/AES
Encryption key ‘

5.5 Wireless Setup (5GHz)

This setting is similar to 2.4GHz, but the Mode and Channel are different. You can just keep the
default settings.
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5GHz Wireless Setup
Operation @ Start Stop
S3ID TOTOLIMK AZ004ME 5G
Channel 36 [5.180 GHz] [+| | channel Search
SSID Broadcast @ O OFF
Authentication Automatic |Z|
Encryption @ Disable WEPG4 WEP123 TKIP AES TKIP/AES
[ #eply |

Operation: choose Start to enable your 2.4G wireless network to access Internet wirelessly.

SSID: This is your wireless network name. If you want to access Internet wirelessly, search for this
SSID and connect to it. You can define it as you like.

Channel: Choose the best wireless channel by clicking Channel Search. By default, it is the
best channel.

SSID Broadcast: This option is used to hide your SSID.

Authentication: You can choose one encryption method for your wireless network, just refer
to the configuration on 2.4GHz band.

5.6 Firmware Upgrade

New version of firmware will be released to improve the various efficiency or to fix some bugs.
This page allows you to upgrade the Access Point firmware to new version. Click Choose File
button to select the firmware version you want to upgrade and then click Upgrade button.

Please Note: DO NOT power off the device during the uploading process because it may
damage your system.

Firmware Upgrade

Firmware Version g.ag
Build Date Tue Dec 24 16:00:51 KST 2013

To upgrade manually
- Click [Browse] and choose a downloaded firmware
- Click [Upgrade] button.

Choose File | Mo file chosen Upgrade

Note.
+ [nternet will be unavailable for upgrading firmware.

« Power down for updating firmware can be the cause of system halt.

After finishing the settings above, you’d better restart your computer and the Router to connect to
Internet successfully. Then you can enjoy the high-speed and high-stability Internet through this router.

6. ADVANCED SETUP

The Advanced Setup includes Network, Wireless (2.4G & 5G), NAT/Routing, Firewall, Utility,
Traffic, System and USB Storage. Most of these settings are only for more technically advanced users
who have sufficient knowledge about wireless LAN. Also they should not be changed unless you
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know what effect the changes will have on your Wireless Router.

6.1 Network

Click the plus sign beside Network menu to show up all Network parameters you could set up.

=i [ Network
[ 7 Internet Status
[ LAN Status
[ 7 Internet Setup
[ ] LAN/DHCP Server

6.1.1 Internet Status

This page shows the WAN Status of this Router
' Internet Status

Connection Status WAN portis disconnected
Connection Type DHCP User(Dynamic IP)
WAN IP

Subnet Mask

Default Gateway

Primary DNS

Secondary DNS

MAC Address 78-44-76-00-20-21

Refreshed by 5 seconds

6.1.2 LAN Status

This page shows you LAN Status of your Router.

| ] LAN Status
LAN Configuration
LAN IP 192.168.1.1
Subnet Mask 255.255.255.0
MAC Address 78-44-76-00-00-08
DHCP IP Pool 192.168.1.2 ~ 192.168.1.254
# of allocated IP 2

Allocated IP list

P MAC Address IP info.
1 192.168.1.2 (Lenovo-PC) 00-0E-E8-00-00-35 Wired
2 192.168.1.3 (qe-cd15ccd5f60d) 00-26-66-07-96-41 Wired

6.1.3 Internet Setup

We have discussed this setting on Internet Setup. You can also reconfigure the parameters on this
page.
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] Internet Setup

® DHCP User (FTTH, Optic LAN, Cable Modem, VDSL, LAN, IP ADSL)

© PPPoE User(ADSL)
O static IP User

T B B T

'

[ aC Address Clone Search MAC address

Allow private IP.
[] Restart DHCP clientifthe physical "."."—"j.P-J Imkls reconnected.
O utu [1500

[] setDNS server manually
Primary DNS |
Secondary DNS |

6.1.4 LAN/DHCP Server
Click LAN/DHCP Server, you will enter the page that allows you configure the LAN port and
DHCP Server.

LAN IP Setup

LAN IP 92  |.[168 |.[1 ]
Subnet Mask 255 55 |.[2 ' '

|
— |

Apply & Restart

LAN IP: This is the IP address to be represented by the LAN (including WLAN) interface that is
connected to the internal network. This IP will be used for the routing of the internal network (it
will be the Gateway IP for all the devices connected on the internal network).

Subnet Mask: This is used to define the device IP classification for the chosen IP address range.
255.255.255.0 is a typical subnet mask value for Class C networks which support IP address range
from 192.0.0.x to 223.255.255.x. Class C network subnet mask uses 24 bits to identify the network

and 8 bits to identify the host.

LAN Gateway
O] LAn DNS l_

Note: If the IP address changed, you can log into the WEB configuration interface only using the

new IP address.
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DHCP Server Setup

DHCP Server ® start O stop DNS Suffix '

DHCE IP Pool 1192 |.|168  |.|1 |2 |~192  |[168  |.\1
254

Lease Time §7200 ' Sec

] DHCP server protection
[] Enable internet access only for PCs allocated by DHCP Server

DHCP Server: you can choose to start or stop DHCP.

DHCP IP Pool: it is the IP range that the DHCP server will assign to every PC connected with the
router.

Lease Time: the IP addresses given out by the DHCP server will only be valid for the duration
specified by the lease time. Increasing the time ensure client operation without interrupt, but could
introduce potential conflicts. Lowering the lease time will avoid potential address conflicts, but
might cause more slight interruptions to the client while it will acquire new IP addresses from the
DHCP server. The time is expressed in seconds.

DHCP Static Lease Setup

[ Block MAC address on the list with wrong IP address
: Apply
[l Block MAC address not on the list

Add
Static Lease(IP/MAC Address) 0 IP/MAC Address in local network

O [92 .Jes .| i
T T

O 192.168.1.167/50-46-5D-09-F3-84
PC connected

The maximum number of registered MAC Addresses is 200

Block MAC address on the list with wrong IP address: The PC’S MAC address has existed on
the rule but with the wrong IP can’t connect to Internet.

Block MAC address not on the list: The PC’s MAC address isn’t exists on the rule can’t connect
to Internet.

Static Lease (IP/MAC Address):

Static Lease function allows you reserve IP addresses, and assign the same IP address to the
network device with the specified MAC address any time it requests an IP address. This is almost
the same as when a device has a static IP address except that the device must still request an IP
address from the DHCP server. You can enable or disable this function.
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6.2 Wireless (2.4GHz)

Next, you can set up the Wireless parameters. Click the plus sign beside Wireless (2.4G) menu to

open up all wireless parameters, see below figure:

- Iy Wireless(2.4GHz)
Wireless Status
Wireless Setup
Multiple BSS
Wireless Scheduler
Wireless Multibridge
MAC Authentication
WDS Setup
WPE Setup
Advanced Setup

6.2.1 Wireless Status

This page shows you the current wireless status of the router.

2.4GHz Wireless Status

Wireless Configuration

Status AP Mode - Running

SSID(Metwork Mame) TOTOLIMK AZ2004M3 2 4G

Mode B,GM

Region Eurcpe

Channel Channel 11 [ 2.462 GHz Upper 40 MHzZ )
3310 broadcasting Running

Authentication Automatic

Encryption Disable

MAC Authentication Accept All

Wireless MAC Address 78-44-75-31-11-04

Wireless Station Status

MAC Address Wireless Metwark Receive sensitivity

6.2.2 Wireless Setup

Association Time

Click Wireless Setup, you will be able to configure the basic wireless function. We have discussed

this setting on Wireless Setup (2.4GHz).

2.4GHz Wireless Setup

Operation @ start D stop

581D TOTOLINK AZ0D4NS 2 4G

Channel 11[2.462 GHzUpper]  [+]
3310 Broadcast @ oM I OFF

Authentication Automatic =

Encryption @ Disable O WEPB4 O WEP128 TKIP

21
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6.2.3 Multiple BSS
This page is used to create multiple SSID for different LANS.

' | 2.4GHz Multiple BSS

SSID

® Allow all
Access Policy O onlyfor Internet

© Onlyfor LAN
SSID Broadcast ®on O oFf
W ®on O oFf
Authentication Automatic v ‘
Encryption ® pisable © wepss O WEP128 TKIP AES TKIP/AES
Max number of wireless network is 3

Cancel

Wireless network information

TOTOLINK A2004NS 2.4G Running

Basi ess Networl

Jisable - WMM)

Allow all

SSID: define the SSID by yourself.

Access Policy: setup the access policy as you want.

SSID Broadcast: choose to hide or broadcast your SSID.

WMM: it is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific types
of traffic, voice, video, best effort and low priority data.

Encryption: you can choose the encryption method for WMM. Please refer to Wireless Setup
(2.4G).

Authentication Automatic v
Encryption
| Open System
. Shared Key
Max number of wireless r;;_'-u; WPAPSK
WPA2PSK

| WPA-PSKMWPA2-PSK

6.2.4 Wireless Scheduler

Control the 2.4GHz wireless-on/off time is helpful for you to restrict Internet access to certain hours
so that users can connect to the Internet only during certain hours. You have to set your time in
System Time section before setting schedule.
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1) 242 Wireless Seheduler |
Wireless O start |Wire|ess OMinthe schedule. EI —
Scheduler @ Stop
Cleveryday  [Fsun EMon [ Tue Elwed [l The ElFi [5at [day - Start Time]

Bzanour [ J:[ ][ ;[ ]
Schedule

Choose Start and select Wireless ON in the schedule or Wireless OFF in the schedule. For example,
the setting as the following picture results in that wireless will be on weekday from eight to
eighteen.

D 2400 vireow SRR

i @ Start | Wireless OMin the schedule.
Wireless | EI =
Scheduler ® Stop

Ceveryday [ sun MMon FTue Flwed & Thu FIFri [C sat [day - Start Time]

Eloanour [ oo |-[18 ][00 |
Schedule

After clicked Add the schedule will appear on the list and you can also modify the settings after
selecting it.

5 2.4z ireloss Schedue

Wireless @ start |Wireless OFF in the schedule. E| ———
Scheduler ® Stop

[Ceveryday  [Csun #mon #Tue Mlwed M Thu WIFn [C]sat[day - Start Time]

(124 hour |08 |:[oo |-[18 |:[o0 |

Schedule
Man Tue Wed Thu Fri/ 08:00-18:00

i

6.2.5 Wireless Multibridge

This page is used to setup the bridge and repeater functions.
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| | 2.4GHz Wireless Multibridgq

Operation O start ® stop

Wireless Mode Use Wireless WAN Use Wireless Bridge
Bridge(Station) MAC Address 78:44:76:00:20:24

Wireless Status Stopped

SSID | Search AP

Authentication 1 0 ;_)enSystem i J

Encryption Disable WEPG&4 WEP128 TKIP AES

Wireless Bridge: In this mode, the router is used as an AP to get other router’s signal.

Wireless WAN: The same function as Wireless Bridge, but the only setting difference is that
Wireless WAN need not to stop the DHCP Server.

SSID: Click Search AP; choose the SSID of your Primary Router and then enter the encryption key
of the upper AP if the encryption is enabled.

R
v Wireless network with security (WPA) 4
TOTOLINK A104NS 2.4G Signal power -
] (Channel 11 [2.462 GHz Upper, 40MHz | - 78-44-76-00- 24%
o Wireless network without secunty
TOTOLINK_b4b745
| (Channel 9 - 78-44-76-B4-B7-42)
| =]
e s Wireless netw VPA2
Signal power -
(Channel 9 - 00-0E-E8-64-07-56) 50%
ﬁ Wireless network with security (WPA)
zion Signal power - i
I (Channel 9 - B8-55-10-C2-82-0C 22% &
| [£a))
Double click a AP row or click 'Select AP’ button Select AP

Note: Both these two repeater methods can help you to expand the wireless coverage and allow
more terminals to access Internet. But since Wireless WAN need not stop DHCP Server, all PCs’ IP
Addresses are assigned by the Secondary Router itself. So this method allows more PCs to access
Internet than Wireless Bridge. In Wireless Bridge mode, the PCs’ permissions to access Internet are
decided by Primary Router which can make users to manage the LAN more easily.

6.2.6 MAC Authentication

You can control the PC to connect the wireless Router through MAC authentication.
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[ 2.4GHz MAC Authentic

Select wireless network | TOTOLINK A2004NS 2.4G &

® Accept Al
O Accept MAC address registered Apply
O Reject MAC address registered

Registered MAC address list MAC address Listin

0 wireless
(I

—-r—r—- =

Description |
1C-B0-94-EC-B3-38
00-26-66-46-CF-42
00-24-2C-E7-FC-4B
B8-76-3F-39-1D-0B
68-94-23-8B-A9-AC
60-36-DD-EF-4C-CD
18-67-B0-66-14-6D
58-A3-C4-EF-58-8B
14-5A-05-59-FF-96
00-0C-43-30-70-01
00-14-9A-E7-F6-5A
54-E5-99-F1-46-B9 v |

1l

I o

The maximum number of registered MAC Addresses is 128.

6.2.7 WDS Setup

WDS means Wireless Distribution System. It is a protocol for connecting two access points
wirelessly. Usually, it can be used for the following application:

1. Provide bridge traffic between two LANSs though the air.
2. Extend the coverage range of a WLAN.

To meet the above requirement, you must set these APs in the same channel and set MAC address
of other APs which you want to communicate with in the table and then enable the WDS.

XA —,—,—
AP’s BSSID Description
l |- |- |- |- | |- | | | |
Max number of AP is 4, Add
AP's BSSID Description

25




6.2.8 WPS Setup

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point with the encryption of WPA and WPA2. It is enabled by
default.

|1 2.4GHz WPS Setup

WPS Setup
WPS Activation ® oON O OFF
WPS Config ® Use predefined config O Use auto-generated SSID & Key
WPS Status Configured by current setting
LG Smart TV WPS ® OFF O on
| WPS Configuration Init | | Apply |
Connect WPS

c EWPS & PBC Button
onnecty
O Pin Connect LAN Card PIN

6.2.9 Advanced Setup

Advanced Setup is for advanced parameter settings. For common users, please just keep the default
configuration. If you want to change these parameters, please choose the item at first and then you can
modify it in the lower part of the page.
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2.4GHz Advanced Setup
Mode B,G.MN -
Region Europe
Dynamic Channel Searching Stopped
Channel Bandwidth 40 MHz
Tx Power 100 %
WM Running
RTS Threshold 2347 bytes
Fragmentation Threshold 2346 bytes E
Beacon Period 100 ms
WMode
BGN v/

Apply

Channel Bandwidth: this is the spectral width of the radio channel. When there are 11N wireless
clients you can choose 40MHz or coexistence 20/40 frequency band; when there are 11b/g wireless
clients, please choose 20MHz.

Channel Bandwidth

i@ 40 MHZ _ 40/200MHz - 110
i 20 MHz
& Coexistence 20M0MHZ _npss cpeyistence

TX Power: please refer to the description on the page.

Tx Power

is adjusted by increasing or decreasing the Tx Power.

=

5 CO ]
The range ofvalue is 1~ 100. The higher power means the longer wireless coverage

WMM: It is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific types
of traffic, voice, video, best effort and low priority data. Choose ON/OFF to enable/disable this
function.
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W

@ ON
OFF

RTS Threshold: determines the packet size of a transmission and, through the use of an access
point, helps control traffic flow. The range is 0-2347 bytes. The default value is 2347, which means
that RTS is disabled.

RTS/CTS (Request to Send / Clear to send) are the mechanism used by the 802.11 wireless
networking protocols to reduce frame collisions introduced by the hidden terminal problem.
RTS/CTS packet size threshold is 0-2347 bytes. If the packet size the node wants to transmit is
larger than the threshold, the RTS/CTS handshake gets triggered. If the packet size is equal to
or less than threshold the data frame gets sent immediately.

System uses Request to Send/Clear to send frames for the handshake that provide collision
reduction for an access point with hidden stations. The stations are sending a RTS frame first
while data is sent only after a handshake with an AP is completed. Stations respond with the
CTS frame to the RTS, which provide clear media for the requesting station to send the data.
CTS collision control management has a time interval defined during which all the other
stations hold off the transmission and wait until the requesting station will finish transmission.

RT3 Threshaold

2347 | DVtes

Fragment Threshold: specifies the maximum size for a packet before data is fragmented into
multiple packets. The range is 256-2346 bytes. Setting the Fragment Threshold too low may result
in poor network performance. The use of fragment can increase the reliability of frame
transmissions. Because of sending smaller frames, collisions are much less likely to occur. However,
lower values of the Fragment Threshold will result in lower throughput as well. Minor or no
modifications of the Fragmentation Threshold value is recommended while default setting of 2346
IS optimum in most of the wireless network use
cases.

Fragmentation Threshold

2345 | DVIes

Beacon Period: By default, it is set to 100ms. Higher Beacon interval will improve the device’s
wireless performance and is also power-saving for client side. If this value set lower than 100ms, it
will speed up the wireless client connection.

28



Beacon Period

100 ms

6.3 Wireless (5GHz)

Wireless (5GHz) is provided to enable users to establish 5G wireless channel connection, which can
provide high performance for HD video streaming and online gaming. All the parameter settings
please refer to Wireless (2.4GHz).

= Eﬁ Wireless(5GHz)
Wireless Status
Wireless Setup
Multiple BSS
Wireless Scheduler
Wireless Multibridge
MAC Authentication
WDS Setup
WP3S Setup
Advanced Setup

6.3.1 Wireless Status

This page shows you the current wireless status of the router.
5GHz Wireless Status

Wireless Configuration

Status AP Mode - Running
SSID{Metwork Mame) TOTOLIMK AZ004ME 5G

Mode 11ac1n 8GHz

Region Europe

Channel Channel 36 (5.180 GHz, 80 MHz )
3310 broadcasting Running

Authentication Automatic

Encryption Disable

MAC Authentication Accept All

Wireless MAC Address 78-44-76-31-11-00

Wireless Station Status

MAC Address Wireless Metwork Receive sensitivity Association Time
1 78-44-76-B6-G1-F8 TOTOLIME... 56% 4 Min 44 Sec

6.3.2 Wireless Setup

Click Wireless Setup, you will be able to configure the basic wireless function. We have discussed
this setting on Wireless Setup (5GHz).
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[ ] 5GHz Wireless Setup
Operation @ sStart 0 stop
53ID TOTOLINK A2004NS 56
Channel 36[5.180 GHz ] [+| [ channel Search
SSID Broadcast @ on O OFF
Authentication Automatic |E|
Encryption @ Disable © WEPB4 O WEP128 TKIP

6.3.3 Multiple BSS

'] 5GHz Multiple BSS

ssID [
® Allow all
Access Policy O onlyfor Internet
O Onlyfor LAN
SSID Broadcast ® on O off
WM ® on O oFf
Authentication | Automatic | v
Encryption ® pisable © werss O WEP128 TKIP
Max number of wireless network is 3

Wireless network information

TOTOLINK A2004NS 5G

Basic Wireless Network

it (Automatic - Disable - WMM)

Allmar all

This page is used to create multiple SSID for different LANS.

SSID: define the SSID by yourself.
Access Policy: setup the access policy as you want.
SSID Broadcast: choose to hide or broadcast your SSID.

AES TKIF/AES

AES TKIP/AES
Add

Cancel

Running

WMM: it is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific types

of traffic, voice, video, best effort and low priority data.

Encryption: you can choose the encryption method for WMM. Please refer to Wireless Setup

(5G).

Authentication | Automatic vl
Automatic

Encryption ‘
| Open System ‘
) | Shared Key
Max number of wireless nefy WPAPSK
| WPA2PSK
J

| WPA-PSKWPA2-PSK
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6.3.4 Wireless Scheduler

The setting to control the 5GHz wireless-on/off time is similar with 2.4GHz wireless scheduler.

Please set your time in System Time section before setting schedule.

6.3.5 Wireless Multibridge

This page is used to setup the bridge and repeater functions.

1 5GHz Wireless Multibridge

Operation Q start ® stop

Wireless Mode Use Wireless WAN Use Wireless Bridge
Bridge(Station) MAC Address 78:44:76:00:20:20

Wireless Status Stopped

SSID Search AP
Authentication ‘ Open System

Encryption Disable WEPG64 WEP128

5GHz Wireless Scheduler

Wireless Start Wireless OM in the schedule.

Scheduler @ Stop
Everyday 3un Man Tue Wed Thu Fri Sat [day - Start
24 haour : -

Schedule

Apply

0 X
[
5| &

Wireless Bridge: In this mode, the router is used as an AP to get other router’s signal.
Wireless WAN: The same function as Wireless Bridge, but the only setting difference is that

Wireless WAN need not to stop the DHCP Server.

SSID: Click Search AP; choose the SSID of your Primary Router and enter the encryption key if

the encryption is enabled.

Note: Both these two repeater methods can help you to expand the wireless coverage and allow
more terminals to access Internet. But since Wireless WAN need not stop DHCP Server, all PCs’ IP
Addresses are assigned by the Secondary Router itself. So this method allows more PCs to access
Internet than Wireless Bridge. In Wireless Bridge mode, the PCs’ permissions to access Internet are

decided by Primary Router which can make users to manage the LAN more easily.

6.3.6 MAC Authentication

You can control the PC to connect the wireless Router through MAC authentication.
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[ 1 5GHz MAC Authentication
Select wireless netwark | TOTOLINK AZ004MS 5G |E|
@ accept Al
© Accept MAC address registered
& Reject MAC address registered
Reqistered MAC address list Add M‘.ﬁ‘c Lolieallai
[ wireless
A - - - - - -
Description
[[] 4C-0B-3A-C1-F7-8F
[l 1Cc-BO-94-EC-B3-28 L
[[] C4-6AB7-DI-66-91 I
[l AC-F7-F3-C3-52-83
[ 00-80-48-6B-1A-57
[[] AC-F7-F3-BC-CB-AD M
[ 90-00-4E-5F-6C-DB
[ 00-24-2C-E7-FC-4B
[ 7c-11-BE-DC-8E-52
[ C0-18-85-01-40-FF
[ 7C-E9-D3-28-0C-F1
[ 68-94-23-8B-A9-AC
[ 94-DB-C9-A4-22-5C 57
The maximum number of registered MAC Addresses is 128.

6.3.7 WDS Setup

WDS means Wireless Distribution System. It is a protocol for connecting two access points
wirelessly. Usually, it can be used for the following application:

3. Provide bridge traffic between two LANSs though the air.
4. Extend the coverage range of a WLAN.

To meet the above requirement, you must set these APs in the same channel and set MAC address
of other APs which you want to communicate with in the table and then enable the WDS.

(] 5GHz WDS Setup

AP’s BSSID Description

| | | | | N x
J J | o L = o = |- ‘

Max number of AP is 4 Add

AP’s BSSID Description
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6.3.8 WPS Setup

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point with the encryption of WPA and WPA2. It is enabled by
default.

[ 5GHz WPS Setup

WPS Setup
WPS Activation ® oN O oFF
WPS Config ® Use predefined config O Use auto-generated SSID & Key
WPS Status Configured by current setting
LG Smart TV WPS ® oFF O on
[ WPs Configuration Init | [ Apply |
Connect WPS

Connect WPS © Pec Button
; O Pin Connect LAN Card PIN

6.3.9 Advanced Setup

Advanced Setup is for advanced parameter settings. For common users, please just keep the default
configuration.

(] 5GHz Advanced Setup

Mode 11acH1n 5GHz -
Reqgion Europe

Dynamic Channel Searching Stopped

Channel Bandwidth a0 MHz

LOPC Running

STBC Running

Tx Power 100 %

WM Running 3
RTS Threshold 2347 bytes

Fragmentation Threshold 2346 bytes

Beacon Period 100 ms

Mode

11ac/11n 5GHz | » |
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Channel Bandwidth: this is the spectral width of the radio channel. 80MHz is recommended for
better throughput. When there are 11AC wireless client, please select the 80MHz frequency band;
when there are 11N wireless clients you can choose 40MHz or coexistence 20/40 frequency band;
when there are 11b/g wireless clients, please choose 20MHz.

Channel Bandwidth

@ 80MHZ_gp/40/20MHz - 11ac

© 40 MHZ_ 40/20MHz - 11n

@) 20 MHz

i© Coexistence 20M40MHZ _npoe coevistence

TX Power: please refer to the description on the page.

Tx Power

100 | %(1~100)

The wireless coverage is adjusted by increasing or decreasing the Tx Power.

The range ofvalue is 1 ~ 100. The higher power means the longer wireless coverage

LDPC: Low Density Parity Check Codes are a class of recently re-discovered highly
efficient linear block codes. LDPC codes are finding increasing use in applications requiring
reliable and highly efficient information transfer over bandwidth or return
channel-constrained links in the presence of corrupting noise.

LDPC
i@ Start ) Stop
Use improved parity-check coding algorithm

STBC: Space-time block coding is a technique used in wireless communications to transmit
multiple copies of a data stream across a number of antennas and to exploit the various
received versions of the data to improve the reliability of data-transfer.

STBC
@ Start & Stop

RTS Threshold: determines the packet size of a transmission and, through the use of an access
point, helps control traffic flow. The range is 0-2347 bytes. The default value is 2347, which means
that RTS is disabled.

RTS/CTS (Request to Send / Clear to send) are the mechanism used by the 802.11 wireless
networking protocols to reduce frame collisions introduced by the hidden terminal problem.
RTS/CTS packet size threshold is 0-2347 bytes. If the packet size the node wants to transmit is
larger than the threshold, the RTS/CTS handshake gets triggered. If the packet size is equal to
or less than threshold the data frame gets sent immediately.

System uses Request to Send/Clear to send frames for the handshake that provide collision
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reduction for an access point with hidden stations. The stations are sending a RTS frame first
while data is sent only after a handshake with an AP is completed. Stations respond with the
CTS frame to the RTS, which provide clear media for the requesting station to send the data.
CTS caollision control management has a time interval defined during which all the other
stations hold off the transmission and wait until the requesting station will finish transmission.

Fragment Threshold: specifies the maximum size for a packet before data is fragmented into
multiple packets. The range is 256-2346 bytes. Setting the Fragment Threshold too low may result
in poor network performance. The use of fragment can increase the reliability of frame
transmissions. Because of sending smaller frames, collisions are much less likely to occur. However,
lower values of the Fragment Threshold will result in lower throughput as well. Minor or no
modifications of the Fragmentation Threshold value is recommended while default setting of 2346
is optimum in most of the wireless network use cases.

Beacon Period: By default, it is set to 100ms. Higher Beacon interval will improve the device’s
wireless performance and is also power-saving for client side. If this value set lower than 100ms, it
will speed up the wireless client connection.

6.4 NAT/Routing

Click the plus sign beside NAT/Routing menu to open us all the parameters contained, see below:

- (@ NAT/Routing
| Port Forwarding
1 DMZ / Twin IP
| Port Trigger
1 Misc Setup
| Routing Table

6.4.1 Port Forwarding

On this page, you can redirect common network services automatically to a specific device behind
the NAT firewall. This setting is only necessary when you want to host some sort of servers like a
Web server or mail server on the private local network behind your Gateway's NAT firewall.

1 Port Forwarding

Rule Type | User Defined v Rule Name
192 |.[168  |.[1 '

LAN IP ! -
(] set connected PC's IP address(192.168.1.167)
Protocol TCP v E);tgrnal ' =5 ' Internal Port T&]

Max number of rule is 60 Cancel

Del
Fel Rule Name  Forwarding IP Proto  External Port Internal Port

LAN IP: You can set the IP Address that you defined the rule for.
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Protocol: Choose which particular protocol type should be forwarding. Here you can choose
UDP/TCP.

External Port: Set the WAN range.

Internal Port: Set the LAN range.

6.4.2 DMZ/ Twin IP

The DMZ (Demilitarized Zone) host feature allows one local host to be exposed to the Internet
for a special-purpose service such as Online Game and video conferencing. DMZ host forwards
all the ports at the same time. Any PCs whose port is being forwarded must have its DHCP client
function disabled and should have a new static IP Address assigned to it, because its IP Address
may be changed when using the DHCP function.

| DMZ / Twin IP

® OFF
O pmz (All connections from internet will be forwarded to DMZ PC)
O Twin IP (The TwinIP PC will have a public IP address.)

While you select DMZ option, you should enter the LAN IP address and click Apply to save
configuration.
O OFF

® pmz (All connections from internet will be forwarded to DMZ PC)
O Twin IP (The TwinIP PC will have a public IP address.)

192 |.[168 |.[1 |.[2

LAN IP -
[l set connected PC’s IP address(192.168.1.167)

While you choose the Twin IP option, you should enter the MAC address and IP address.

O oFf
O pmz (All connections from internet will be forwarded to DMZ PC)
(& Twin IP (The TwinIP PC will have a public IP address.)

[] set connected PC's address

MAC Address /IP | |- | : - 1- -| | [ search MAC address |
192 |.[1e8 |1
IP renew period 60 Sec

6.4.3 Port Trigger

Port Trigger is used to realize that when there comes the Outbound streaming from a specified network
port (triggered port), automatically opens the gateway WAN-side interfaces specified port (forwarded
port), and the streams will forward to the triggered ports. You can achieve some special purposes by
this setting.
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Protocol -TCP v
Port Trigger -
Port Range [ ] ~ [ |
Protacol v
Port Forward
PortRange | |
Max number of rule is 10. Add
Rule Name Trigger Condition Forward Condition =,

6.4.4 Misc Setup

Misc setup provides FTP Private Port, NAT on/off setup and PPPOE relay.

‘D Misc Setup
FTP Port ||
Private Port - - - Fl- -
NAT OnOff Setup  © Sttt Ostop
IFMAT is stopped, this router will act as just pure router.
PPPOE Relay ) Start @ stop Apply
Enable PPPoE Relay for LAN interface
6.4.5 Routing Table
You can add or delete the static routing rules here.
Type Target Mask  Gateway
[Net & | |- || |- T 1 || |- || |
Max number of routing table is 20 Add
Type Target Mask Gateway
O
6.5 Firewall

Click the plus sign beside Firewall menu to show up all the parameters contained, see below:

EI{E Firewall i

[ Internet Access Control
<[ Net Detector
<[] Mgmt Access List
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6.5.1 Internet Access Control

Internet Access Control provides multiple security protection. It can achieve MAC/Port/IP filtering,
Internet access time control and other functions that enable user to control Internet access.
You can select different Internet type accordingly.

[ ] Internet Access Control
Input Type | Basic Setup v/ Rule Name l f
Source IP ® 192 |[188 | [1 |- |~ 192 |.[168 ][4 .| |
Address ClaLLip
Source MAC O - - - - - |
Address Search MAC address
Accept/Drop [Drop v ‘\ Priority 0
[ Rule Scheduling
Max number of setting is 200 Add Cancel
The lower number, the higher priority.
To modify a rule, click the name of rule
Del
B Rule Name Schedule Filtering Rule Accept/Drop

O O

Input Type | Basic Setup ™

Basic Setup

Source IP Address Advanced Setup

URL Filter Setup
— Messenger —
Al

BuddyBuddy

Ica

IMAMNKT)

IRC

MSN messenger

. MNateOn
The lower number, the high Tarchy

Source MAC Address
AcceptiCirop

[ rule Scheduling
Max number of setting is 20

To modify a rule, click the n Game
Run Diablo
Rule Mame Kart Raider
D Lineage
g

Iu

6.5.2 Net Detector

Net Detector provides some basic virus protection function that allows user to have a safer
network communication.
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Net Detector Setup
Operation ® stat O stop
Detection Port O well-known Worm Virus Ports & All Ports

Detection Level O ® El connections/sec
Burst Drop ] only drop worm virus port

E-mail Policy Please, setthe email address of administrator & SMTP mail server.

Net Detector Log
Send E-Mail immediately |
Detection Time IP Protocol  Frequency %‘L’gﬂg;‘f_ Ui o

6.5.3 Mgmt Access List

In this section, you can configure remote and internal access list.

|D Mgmt Access List

Internal Accesslist

Remote Accesslist

Remote Mgmt port # ISUEU Use Internal Accesslist Apply
[] Use Remote Accesslist Apply

IP allowed [192 [188 |1 |
IP allowed | | | | Description | Add
Description | Add Max number of IP is 10
Max number of IP is 10

IP Description

IP Description

at

6.5.4 Misc Setup

Misc Setup: Generally maintain the default.
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T D

® stat O stop
SYN Flood The SYN flood is a form of denial-of-service attack in which an attacker sends a
succession of SYN requests to a target's system.
® stat O stop
Smurf The smurf attack, named after its exploit program, is a denial-of-service attack
that uses spoofed broadcast ping messages to flood a target system.
® stat O stop
IP source routing The source routing allows a sgnder of a packet to specify the route ltne packet
takes through the network, so if cracker can generate a source routing packet
then cracker can deceive a target host as a trusted host.
® stat O stop

IP Spoofing The IP address spoofing is the creation of IP packets with a forged (spoofed)
source IP address with the purpose to conceal the identity of the sender or
impersonating another computing system.

O stat ® stop
ARP Virus Protection  Send |10 ARP packets per 1 second to | Wired Network |

ARP Virus Protection prevents from ARP snoofing attack
Blocking ICMP(ping) from internet Ostat @® Stop
Blocking ICMP(ping) from LAN to internet O stat @ stop

6.6 Utility

Click the plus sign beside Utility menu to open up all the parameters contained, please see below:

=H Utility

o[ vPN Setup
D DDOMNS
-] woL

[ Host Scan

6.6.1 VPN Setup

The wireless router provides PPTP protocol VPN connection, and it supports 5 VPN users at most.
Please enter the account information to connect the VPN server.

VPN(PPTP) Setup

Mode ® start O stop

Encryption(MPPE) & WPPE encryption O No encryption

Apply

VPN(PPTP) Account

VPN Account ] |

VPN Password | |

Assigned IP [192  |.[188 |1 || |

Maximum number of VPN Useris 5. Add

VPN Account Assigned IP Status

VPN (PPTP) Setup
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Mode: Click Start to enable VPN server and otherwise disable.

Encryption (MPPE): MPPE encryption

Click Apply (this is very important, if you don’t click Apply, the settings below will not work).
VPN (PPTP) Account

VPN Account & Password: Set the VPN account and password for verifying.

Assigned IP: This should be in the same network with your LAN IP.

Click Add. You can create at most 5 VPN accounts by this router. After setup, you need to provide
the VPN Account, Password and your WAN IP address to anyone that needs them. The VPN Client
should follow right steps to make a successful VPN connection.

6.6.2 DDNS

DDNS (Dynamic Domain Name Server) is to achieve a fixed domain name to dynamic IP
resolution. For dynamic IP address users, if there is any Internet access to their IP address, they need
to show a fixed domain name to them. So their IP address will be sent to the DDNS service provider
from the dynamic analysis server (3322, dyndns.org) and to update the DNS database. Then DDNS
will bind the dynamic IP address to a fixed domain name. When other users on the Internet want to
access this domain name, the dynamic DNS server will return the correct IP address. In this way,
most users do not need to use fixed IP and can also name the fixed network system.

[ ] DDNS
DDNS Service Provider No-IP - wwwnno-'ip.com v
Host Name
User ID
Password
Add
Host Name DDNS Status Update

In order to set up DDNS, please follow the below steps:
1. Choose your service provider.

DDNS Service Provider No-IP - www _no-ip.com =
Host Name NoP_www.nop.com

ChangelP - www.changeip.com
User D DADHS - wiv dtdns.com

2Z21.org 2221.0rg
Passwaord 3322.0rg - w 3322.0rg
dyndns.org(DynDMS)

Ly

2. Type in User Name for your DDNS account.

3. Type in Password for your DDNS account.
4. Host Name-the domain names are displayed here. Click Add to apply the modification.

6.6.3 WOL

Users can use this Wake On Line function to start the PC remotely.
41



0 woL - |
MAC Address [] setconnected PC's address
’ |- |- |- |- [ -] | [ search MAC address |
PC Name [ |
Max number of setting is 100. Add
MAC Address PC Name [wakeup| [Del]

D 192.168.1. 1/ cgi-bin/timepro. cgi?tmenu=popupbsmenu=selectmacdformname=remotepe_fmémacprefix=hw
e
MAC address IP address
00-0E-EB-12-34-57 192.168.1.4
50-46-5D-09-F3-84 192.168.1.167
S

6.6.4 Host Scan

It allows user to view the working status of the PC, including status of ICMP, ARP package sending
and receiving and TCP port communication information.

[ Host Scan

[ICMP | 1P | || || || |

Count: times Time Out: Sec Data Size: bytes

O TCPPORTSCAN P | | ] J Port Range: [0 ~fo
[start| [ Stop |

® Ping Test
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6.6.5 IPTV

The interface allows you to enable IPTV function for LAN 1 port. The setting is simple, just choose
Use IPTV and click Apply & Restart button.

Hew T

PV © Mo use IPTY
O Use IPTV
6.7 Traffic
Click the plus sign beside the Traffic menu to show up all the parameters contained, see below:
= (4 Traffic
[ QoS Setup

[ Connection Info
[ Connection Control
[ wired Port Setup

6.7.1 QoS Setup

This page is used to control the wireless speed of connected PC.

) Qos Setup . |

QoS Basic Setup

Operation O start ® stop
Internet Type  [UserDefined  v|

Not allow to use a radix point. ex) 2.5Mbps -= 2500Kbps

QoS Rule Setup

® User defined Rule O Predefined Rule

Mode Download D Upload D

® 192 [[1e8 |[1 | |~ [192 |.[168 |1 Bl | O
IP Bandwidth Per IP (BPI)

O TwinIP
Protocol External Port | |~ | |
Max number of rule is 31.

The lower number, the higher priority.
Priority of ‘Min. Guarantee’ mode is higher than priority of ‘Max. Limit' mode

® mMax. Limit O Min. Guarantee

IP Condition Mode Download Upload

o

Operation: You can choose to Start or Stop this function on your Router.

Internet Type: Any Internet type you want to control bandwidth.
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Internet Type Lser Defined |E|

Download VDSL Pro
WDEL Lite
ADSL Pro
Mot allow to use ADSL Medium
ADSL Lite
Qo5 Rule Setup | Cable Modem Pro
Zable Modem Lite

Download/Upload: Set the bandwidth range of the Router.

QoS Rule Setup

Mode: You could select Max. Limit (maximum limited bandwidth) or Min. Guarantee (minimum
guaranteed bandwidth).

IP: You should type in the IP addresses range of PC in LAN.
Protocol: Select TCP, UDP or TCP/UDP Protocol for bandwidth control.
External Port: You need to enter the range of external ports that you want to control bandwidth.

6.7.2 Connection Info

This page indicates the present connection information of the Wireless Router using graphics and data
including data package sending and receiving status of each PC in connection.

'] Connection Info

Total Connection Info

Current/Max (2 / 131072)
0 2 10 50

[ )

Connection Info per IP

P Connection Info
192.168.1.1 i 0.00% (1)

192.168.1.2 i 0.00% (1) | Del
(MQR91X2P7IKCPRY) © 0.00% (1)

6.7.3 Connection Control

Connection Control shows the Max connection, Max UDP connection, Max ICMP connection and
Max connection of each PC. These settings are only for advanced users, common users are not
recommended to change them.
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|1 Connection oy

Max connection (0:No limit, 512 ~)
IMax UDP connection (0:Nolimit,10 ~ Max connection )
Max ICMP connection (0:No limit, 1 ~ Max connection )
Max connection rate per 1 PC D % (0:Nolimit,1~100)
[ Initial Values | [ Apply |
*Warning.

1. This page is only for netwaork expert.
2. Max connection rate per 1 PC option works only whe internal network is C class.

Control Connection Timeout

TCP SYN SENT TIMEOQUT 20 | 1cpsynRrecyTIMEOUT
Sec Sec

TCP ESTABLISHED TIMEOUT 86400 TCP FIN WAIT TIMEQUT 120
Sec Sec

TCP CLOSE WAIT TIMEOUT TCP LAST ACK TIMEOUT
Sec Sec

TCP TIME WAIT TIMEOUT TCP CLOSE TIMEOUT
Sec Sec

UDP TIMEOUT UDP STREAM TIMEQUT 180
Sec Sec

ICMP TIMEQUT GENERIC TIMEOUT
Sec Sec

[ Initial Values | [ Apply |

6.7.4 Wired Port Setup

This page shows the connection status of the PC connected with your router by cables.
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[l Wired Port Setup A
o
Wired Port Link Status
Port WAN 1 2 3 4
Link Off On Off Off Off
Speed s 1G = 2 =
Duplex = Full - - --
Wired Port Link Setup
Port Mode Speed Duplex
WAN Auto v [ 100Mbps | [FULL Apply
1 Auto v 100Mbps | FULL Apply
2 Auto v [ 100Mbps |FULL Apply
3 Auto v [Toafv!bps [FULL Apply
4 Auto mode only
Wired Port Statistics
Port WAN 1 2 3 4
Rx-Packets 0 12272 0 0 0
Rx-Bytes 0 1066470 0 0 0 .4
Rx-Broadcast 0 573 0 0 0
Rx-Multicast 0 182 0 0 0
Rx-Error(CRC) 0 0 0 0 0
Rx-Discard 0 0 0 0 0
Tx-Packets 0 15023 0 0 0 v
6.8 System

Click the plus sign beside the System menu to open up all the parameters contained, please see
below:

=gl System
[ system Log
[ Admin Setup
[ SNMP Agent
[T Firmware Upgrade
[ system Time
[ 7 Config Backup/Restore
[ Misc Setup

6.8.1 System Log

System Log shows the working status of the wireless router, user can check the running status
information here:
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'] System Log

System Log Setup

Operation ® stat O stop Apply
Status Log Count(Max Count) : 4(400)
E-mail Report Please, setthe email address of administrator & SMTP mail server.

System Log View

Timestamp System Log Contents

R IP:192.168.1.2 LOGIN Success

b DHCP Server offers IP: 192.168.1.2 (MAC : 50-46-5D-09-F3-84)
FRERE No response from DHCP Server in WAN (wan1)

o System restarted ( Version: 8.78)

6.8.2 Admin Setup

We have discussed Account Setup before; here we focus on Admin E-mail Setup.

[ Admin Setup

Login Account Setup

Current ID & password ID - admin Password - Configured

New Login ID ‘ ‘

New Password \ ‘

Re-type New Password ] |

Apply
Admin E-mail Setup
Admin E-mail
Mail Server(SMTP}
E-mail of sender [
Use Authentication QO use @ NotUse
SMTP Account |
SMTP Password ]
Apply

Admin E-Mail Setup: If you want to receive IP routing log by email, set up Email address and
SMTP server to receive it.

6.8.3 SNMP Agent

Simple Network Management Protocol (SNMP) is an "Internet-standard protocol for managing
devices on IP networks". It is used mostly in network management systems to monitor
network-attached devices for conditions that warrant administrative attention.
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SNMP Agent

Dperation ) Stat @ Stop
Senice Port 161
SMMP Community totolink

System Mame(syshame)
Location(sysLocation)
Contact(sysContact)

Description(sysDescr)

Apply

Operation: you can choose to Start/Stop to enable /disable this function.

Service Port: please enter the network port number of SNMP Agent. By default, it is 161.

SNMP Community: set the group name or just keep the default (totolink).

System Name/ Location/ Contact: set the administrator name, physical location and contact method.

6.8.4 Firmware Upgrade

New version of firmware will be released to improve the various efficiency or to fix some bugs.
Following the steps show below so as to realize upgrading. This page allows you to upgrade the
Access Point firmware to new version.

Please note: DO NOT power off the device during the upload because it may crash the system.

Firmware Upgrade

Firmware Version g.88
Build Date Tue Dec 24 16:00:51 K3T 2013

To upgrade manually
- Click [Browse] and choose a downloaded firmware
- Click [Upgrade] button.

Choose File | Mo file chosen pgrade
Hote.
+ |nternet will be unavailable for upgrading firmware.
+ Power down for updating firmware can be the cause of system halt.
6.8.5 System Time

You can set the time server and time zone for your wireless Router system time.
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'] System Time

System Time Failed to get system time from time server.
. | time.windows.com | i‘time.windows.com
Time Server e
] summer Time
Standard z S - ;
Hine Zoag \ (GMT+08:00) Beijing,Hongkong, Taiwan,Manila,Kuala Lumpur,Singapore |

6.8.6 Config Backup/Restore

This webpage allows you to save current settings to a file and reload the settings from the file which
was saved previously. Besides, you could reset the current configuration to factory default.

[ Config Backup/Restore

[ Config Backup ] Download configuration file on your PC
Choose File | Mofile chosen
Restore configuration by using Downloaded configuration
[ Config Restore ]
[ Factary Default ] T-Lzlttre?tcre the factory default configuration, click this
button.

If you can’t access the router’s setup interface or simply forgot the router’s password, you
may reset the current configuration to factory default by pressing the RST Button for about
10 minutes.

6.8.7 Misc Setup

Misc Setup provides Host name, Auto Saving, Auto Redirection, Login page setup, UPNP setup and
Restart System functions.
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[ Misc Setup

UPMP Port Forwading List

Hostname Apply

Auto Saving @ stat O Stop Apply
0 Stat @ stop

Auto Redirection Redirect web connection to the router's setup page, when internet is Apply
disconnected

- @ The login page would be displayed

Login Page Setup - -ADNF
) The login page would not be displayed

How to run Setup ) Use Popup

) - -J"\F'F"Y

Window @ Use current window
@ stat O sto

UPMP Setup b Apply

Restart System Apply

6.9 USB Storage

With USB2.0 port, this router allows users to plug USB device and sharing information or server
service with others in LAN & Internet.

= |y USB Storage
] Device Magmt

L
2
L

| Service Setup
] Connected User

6.9.1 Device Mgmt

If you have plugged a USB device on the router, you can check the USB status and remove it on
this page.

[ Device Mgmt

USB Status
USB Device Name Class Status
USB Device1 Storage Device Connected
USB Storage Infomation
UsE Device Directory File System Total Free
Name
USB Device1 /HDD1 VFAT 7.2GB 33GB
6.9.2 Service Setup

In this section, you can enable FTP Service, Samba service and URL service.
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Service Setup
FTP Service Setup
gerniice  Start @ Stop
Character
FTP Port 21 St UTF-8 Apply
UserlD Passwaord nhide
Windows File Sharing{ SAMBA) Configuration
Senice O Stat @ Stop
Server Name totolink Warkgroup WORKGROUP Apply
UserID Password nhide
URL Service Configuration
Senice 0 Start @ Stop
URL to connect http:192 168 1.1:8000/ist
Port 2000 Apply
User Auth oM @ OFF
UserID Password nhide

FTP service setup:

Service: click Start to enable this function and otherwise disable.

FTP Port: enter the FTP port number to use, the default is 21.

Character Set: setup the character encoding format, the default is UTF-8.

User ID & Password: provide the User ID & Password for verifying while enter the FTP server.
After enable FTP service, you can enter ftp://192.168.1.1 in the address bar of My Computer or
even of the web browser.
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File Edit View Favorites Tools Help ;,.

eﬁack - \) l’ pSearch lL Folders .

Address | @ fpiff192.168.1.1 "1 Go

Other Places

@ Internet Explorer
(£} My Documents
| Shared Documents
& My Network Places

User: admin # Internet

Then enter the user name and password you have setup to enter the FTP server. Then click Log On,
S0 you can view the information of the USB device and even add files or delete files if you want.

Log On As @

> Either the server does not allow anonymous logins or the e-mail address was not
accepted.

FTP server: 192.168.1.1

User name: I admin < I

Password: I eesee l

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of your passwords and data, use Web Folders
(WebDAY) instead.

Learn more about using Web Folders.

[JLog on anonymously [[]save password

[ Log On ][ Cancel ]

Samba service setup:

Service: click Start to enable this function and otherwise disable.

Service Name: enter the name of the shared folder.

Workgroup: set the same workgroup as computer, by default it is WORKGROUP.

User ID & Password: provide the User ID & Password for verifying identity while enter the
Samba server.

After configuration, you can see the shared folder in My Network Places in your PC.
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URL service setup:

Port: enter the port number to use, the default is 8000.
User Auth: enable or disable login authentication.
User ID & Password: If you enabled login authentication, please provide the User ID & Password

for verifying.

6.9.3 Connected User

In this page, you can check the IP Address and connection time about the device that connected to
the server.

'] Connected User

Service Name IP Address Time
FTP 192.168.1.2 1970/01/01 00:10:00
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