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TOPOLOGY 2 

Site to Site 

NAT-T enable 

UDP 4500 

Router-A  

Role: Client 

WAN: 10.171.103.218 

Gw: 10.171.103.217 

LAN: 192.168.10.1 

UDP 4500 

Router-B  

Role: Server 

WAN: 110.25.88.182 

Gw: 110.25.88.181 

LAN: 192.168.1.1 

UDP 4500 

CGNAT Router 

PC-A  

Under NAT 

192.168.10.100 

Gw: 192.168.10.1 

PC-B  

Under NAT 

192.168.1.100 

Gw: 192.168.1.1 
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Environment requirement 
 

1. A mobile SIM provide public IP as server 
2. A mobile SIM provide private IP by CGNAT as client 
3. 2xMR4xx devices 
4. Dyndns account (replaceable by other dynamic DNS) 
5. 2xPC for operation 

 
Topology 2 – mobile setup on Router-B (Server) 

 
 
 
Topology 2 – dyndns setup on Router-B (Server) 
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Topology 2 – IPSec PSK on Router-B 

 
 
 
Topology 2 – IPSec on Router-B 
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Topology 2 – IPSec tunnel(s) on Router-B 

 
 
Topology 2 – IPSec phase 1 on Router-B (Server) 
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Topology 2 – IPSec phase 2 on Router-B (Server) 

 
 
 
Topology 2 – IPSec on Router-B (Server) 
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Topology 2 – mobile setup on Router-A (Client) 
 

 
 
 
Topology 2 – LAN setup on Router-A (Client) 
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Topology 2 – IPSec PSK on Router-A (Client) 

 
 
 
Topology 2 – IPSec on Router-A (Client) 
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Topology 2 – IPSec tunnel(s) on Router-A (Client) 

 
 
 
Topology 2 – IPSec phase 1 on Router-A (Client) 
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Topology 2 – IPSec phase 2 on Router-A (Client) 

 
 
 
Topology 2 – IPSec on Router-A (Client) 
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Topology 2 – tunnel status on PC-A (Client) 

 
 
 
Topology 2 – Check tunnel on PC-B (Server) 
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Topology 2 – Check tunnel on PC-A (Client) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


